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Our Special Vigilance - Is your school district prepared for the threat of terrorism?     

by Bill Dolphin, MA
With back to school coming quickly upon us, it is time to reassess just where we all stand with regard to school terrorism plans. Given the relative complexity of this unique planning process, it is likely that each school district is at a very different point in the process, or, that some school districts have not yet begun.   

Shortly after September 11, the Texas School Safety Center presented a model for terrorism planning called the "Proactive Guide to Terrorism". This model was approved for all Texas schools by the Juvenile Justice Division of the Texas Governor's Office.  The Guide sought to define the meaning of the newly called-for vigilance within the context of 9/11, in terms to which school districts throughout our state and our country could relate.  The Guide encouraged a proactive approach to the planning process, with a focus on key aspects of district security and operations through risk analysis. The full text of the guide is available for download through the Texas School Safety Center Web-site at www.txssc.swt.edu, or, by calling the Texas School Safety Center at 512-245-3696.  

During recent testimony before congress, school security experts reiterated views similar to those expressed in the Guide and in terrorism seminars conducted by theTexas School Safety Center, that schools are likely targets for terrorism.   This belief has been fueled over the last few months by an increase in terrorist rhetoric, which continues to support a willingness, if not a desire, to place American children in harms way.   We sincerely hope that school districts everywhere have taken the opportunity provided by this brief summer recess to assess the status of their planning process against the model offered in the Guide or against other appropriate models.  Further, we believe that all school districts should be actively involved in planning for the possibility of a terrorist event, regardless of size or location.  Small, urban or rural school districts may represent "soft" targets to terrorists as a specific result of their lower profile demographics.      

Following is a list of general topics covered in the Guide.  School board presidents, superintendents, and school administrators may use this checklist to assess the status and depth of their district's plans.   Ultimately, it is the responsibility of the local community, the school board, and the superintendent for each district to ensure that appropriate due-diligence has been achieved with regard to school safety plans.    

·   Have you developed a comprehensive, documented, terrorism plan 

       that addresses the potential for biological, chemical, nuclear, 

       conventional explosive, and hostage incidents?

·   If your plans consist primarily of those that existed prior to September 

  11, have you updated your plans to reflect the current climate and 

       level of risk?

·   Have you updated previously developed plans to reflect any staffing 

    or position changes that may have occurred in your district?  Are key  

       roles well defined?

·   Are your district and campus level crises management teams in 

      place?

·   Do all district level and campus level staff members understand their 

      roles and have they been adequately trained?

·   Have you identified the primary emergency response agencies  

       responsible for supporting your school district in the event of a  

       terrorist attack, and, have you actively coordinated your individual  

       plans with these agencies?

·   Have you identified key secondary support agencies and other  

      agencies responsible for providing your district with assistance  

      throughout the recovery phase?  Have you coordinated your plans 

      with these agencies?

·  To what extent have your campuses rehearsed their plans?

·  Are your primary and secondary chains of command established and 

   well defined?  

·   How will you effectively communicate with parents in a crisis  

      situation?  

·   What about emergency transportation procedures? 

·   What about re-unification procedures? 

·   Are you prepared to effectively handle the media during a crises  

      situation?    

·   Do your plans consider the involvement and safety of any temporary 

       or substitute employees that may be present if an attack occurs?   

·   Have you examined the potential risks that the presence of 

       vendors and other outsourced labor pose to the safety of your 

       students and employees?  Have you done due-diligence in 

       determining the appropriateness of the methods they employ   

       in screening the personnel they send to your campuses?     

·   Do your employment screening methods meet the due-diligence  

       standard?  For example, how do you check out-of-state criminal 

       records?  Do your Human Resource employees know how to check 

       the validity of INS documents?   

·   Do your access control and your physical security procedures serve to  

      deter access by persons who are not authorized to be on your   

      campuses?  For example, are visitors and vendors required to sign in?   

      And, are secondary access doors locked from the outside?   

·   Have you reviewed the physical security of school bus yards and 

       vehicle maintenance facilities?   If these services are outsourced, 

       have you involved company management in your planning process?   

·   Are school district employees aware of how to identify and report 

       suspicious activity on campus?  

·   Do school district employees know how to spot suspicious or 

       improperly parked vehicles on or near campus? 

·   Are school district employees aware of how to identify and report 

       suspicious packages or other items found on campus? 

School board presidents, board members, and superintendents are encouraged to use this checklist to help assess the readiness level of their districts.   The checklist is not intended to be a comprehensive terrorism plan.  Detailed plan models are included in the "Proactive Guide to Terrorism".  The Texas School Safety Center staff is available to answer any questions you may have or, to help you get the assistance you need.   The Guide includes links to other resources that may be of additional help should you need it. 
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Bill Dolphin is a veteran security consultant with Denton based, Asset Control, Inc., and co-developer of ChooseToCare.  Bill can be reached by e-mail at bill@assetcontrol.net.   

