A Comprehensive Review of Soft Targets may Make them Harder to Attack  
Recently, according to certain media sources, allegedly leaked government reports indicated that Iraqi terror leader Abu Musab al-Zarqawi may be contemplating attacks on soft targets within the U.S. This, allegedly at the behest of al-Qaida chief Osama bin Laden.  According to media reports schools, malls, stadiums and restaurants have been mentioned as potential soft targets. 

Soft targets are targets that are relatively unprotected compared to infrastructure, utility, military, or landmark targets.  Soft targets hold yet another benefit for terrorists besides the ease of accessibility. That is, they bring the horror of a terror attack home to the average neighborhood and the average citizen.  This has been the terrorists approach in Israel where schools, restaurants and malls has been standard fare for decades. 

Shortly after 9/11 I was asked to develop a “curriculum” to address the threat of terrorism in Texas public schools.  This resulted in the development of the “Proactive Guide to the Threat of Terrorism in Schools” which was distributed throughout the state by the Texas School Safety Center, a legislated branch of the Texas Governor’s Office.  

Soft targets may be soft for another reason. That reason relates to the diminished vigilance which has occurred with the passing of time and the false sense of security which prevails with the lack of additional terror attacks on U.S. soil.   Of the soft targets mentioned I believe that our schools are the most likely because of the intense emotional impact inherent in the loss of even a single child’s life.   Take note of how the story of even a single missing or injured child, anywhere in the country, resonates throughout national media channels.  As I’ve stated many times before” there would be no more effective way to crush the heart of America than to strike children where they should be safest – in our schools”.   
The thought behind the “Proactive Guide” was that even though a terror attack might not be preventable altogether, an attack on a specific target might be deterred in favor of a “softer” target as the result of increased vigilance.   I looked at all aspects of a school district’s operation, including the hiring process. Awareness and vigilance were key issues since they are intimately bound-up.  In the Guide I also addressed the need to coordinate crises plans with first responders as well as with other key support elements within the community.    The full text of the Proactive Guide was distributed to all school districts on CD-Rom in 2002.  Following are some key sections of the Guide that help define the  special vigilance that contributes to making a soft target harder to hit.   Use these sections to undertake a thorough and proactive review of just how “soft” your particular school district may be.   I encourage all school boards to review the checklist and to use it to develop appropriate questions regarding the status of the school district’s overall crises plan.  Ultimately, this is where responsibility will be placed.            
Module #1 – Employment Screening Practices: Proper employment screening practices may deter a potential terrorist from gaining access to your school district as an employee!  Due-diligence in screening visitors and vendors is a related and necessary step.  

	Recommendation
	Steps
	Participants
	Date Completed

	Review employment screening policy & procedure
	· Does your screening process include volunteers, cafeteria workers, mechanics, bus drivers, and security, in addition to educational staff?
· Does your procedure allow for actual courthouse searches, rather than database searches, which are typically not accurate?
· Do your searchers do Social Security Number traces to identify any out-of-state venues that should be checked?  
· Do your outside contractors use due-diligence screening procedures to check the backgrounds of their workers who regularly visit your school?  
· Does your Personnel Department know how to recognize false INS documents & how to verify suspect paperwork?  
	· Security

· Human Resources
· Key vendors 
	


Module #2 – Driver Training & Transportation Security: Enhancing driver training and transportation security in general may make it more difficult for a terrorist to target busses and bus routs.  
	Recommendation
	Steps 
	Participants 
	Date Completed

	Review the physical security of bus yards and garages; review transportation security in general.


	· Are vehicle garages alarmed, and are the alarms in working order?
· Are fenced-in areas gated, locked, and adequately illuminated at night? 
· Do drivers do “pilot inspections” of their vehicles before placing them into service each day?  Is this done again after each time the vehicle has been left unattended?
· Are bus drivers equipped with appropriate communication devices?  
· Are drivers trained to be aware of and to report suspicious vehicles that appear to be following their busses during their routes?
· Do drives keep a student roster for each bus route, to include student name, address, primary and secondary emergency contact numbers, and medical authorization information?


	· Health Staff
· Bus Operators

· Security

· Bus Drivers
	


Module #3 – Physical Security:  Strengthening physical security in and around campus buildings may deter a terrorist’s access.
	Recommendation
	Steps
	Participants
	Date Completed

	Review the adequacy of physical security in and around campus buildings.
	· Are alarm systems working and have they been tested? This should include main campus buildings as well as maintenance and storage facilities.
· Are keys to campus and administration buildings adequately controlled? 
· Are alarm pass codes changed when an employee leaves the school district?  Make sure codes are not shared.

· Is exterior lighting working and is illumination adequate?

· Is interior lighting (night lighting) working and is illumination adequate?  


	· Security
· Maintenance

· Operations 
	


Module #4 - Access control: Challenging a stranger or questioning someone about their presence is difficult for many people, but this is essential if schools are to remain safe.  

	Recommendations
	Steps
	Participants
	Date Completed

	Review access control procedures and heighten employee awareness
	· Are doors that should remain locked from the outside during the day kept locked, and are these doors checked periodically to make sure they are secure?  Train all employees to check these doors but consider assigning someone to check them as well. 
· Are staff members trained to approach and to “assist” strangers of any age who are observed in and on school property?  Report those who have difficulty explaining their presence.
· Has a visitor log and ID badge system been implemented?

	· Teachers
· Maintenance

· Clerical

· Volunteers

· Administrators

· Others
	


Module #5 – Recognize Suspicious Activities:  Janitorial staff, maintenance workers, administrative staff, teachers and volunteers are your first line of defense against acts of violence.   A vigilant employee can be the difference in a life and death situation. 

	Recommendations
	Steps
	Participants
	Completion Date 

	Train everyone to recognize and report suspicious activities on campuses.  
	· Are persons taking pictures or filming campus activities questioned about their authorization to do so?

· Be alert for suspicious vehicles that seem to have no apparent purpose for being on campus, or, that come, go, and then reappear again.

· Are specific individuals assigned to inspect the outside of campus buildings throughout the day, and to report unattended packages or vehicles near building perimeters?   

· Have you developed a plan to handle reports of suspicious activity?

· Is everyone trained to report unattended or otherwise suspicious packages found inside campus buildings?  Is this specific issue placed on routine checklists for maintenance and janitorial personnel?  

· Do personnel know what to do if a suspicious package is found?
· Have you considered a policy that requires staff and students to visibly identify backpacks, book bags, briefcases and gym bags with luggage style ID tags?  
	
	


Module #6 – Anonymous “tip-line”:  Many people with information to tell will not do so if they must identify themselves.  Columbine taught us this lesson.  Provide the community with a tip line program that can be truly anonymous.     

	Recommendations
	Steps
	Participants
	Date Completed

	Implement a “tip-line” program that allows students, teachers, parents, staff, and other members of the school community to report issues anonymously, if they choose.  
	· Do you have a zero tolerance for verbal threats of any kind?  

· Do all members of the school community know that any threat, or information about a potential threat, must be reported?  And, do they understand that there is no such thing as a threat intended as a joke?

· Do students and staff know that they are responsible for informing the building principal about any information or knowledge of a possible or actual terrorist threat or act?

· Have you communicated a hard stand on hoaxes intended to mirror or mimic terrorist acts?  Do students know that these hoaxes are crimes in themselves?


	
	


Module #6 – Coordination of Plans with Local Responders:  Work closely with local law enforcement and health officials and coordinate your plans.  

	Recommendations
	Steps
	Participants
	Date Completed

	Work closely with local law enforcement

and health officials
	· Have you made local law enforcement a partner in your district’s plans

· Are parking regulations, particularly fire zone regulations, strictly enforced?   

· Does local law enforcement have copies of building blueprints, to include ventilation system, and electrical plans?

· Has local law enforcement been given the opportunity to conduct exercises on school property and on busses?  

· Have you determined contact protocol with local health officials if bio-terrorism is suspected?

	
	


Module #7 - Train staff on identifying and handling suspicious packages and letters.

	Recommendations 
	Steps
	Participants
	Date Completed

	Train staff on identifying and handling suspicious packages and letters.
	· Have you downloaded the US Postal Inspection Service poster on identifying suspicious packages from: http://www.usps.com/communications/news/security/mailcenter.htm
· Have you distributed the poster to all personnel in your school district who are responsible for handling mail?                          


	
	


Module #8 - Controlling / Inspecting backpacks, book bags, coolers and other containers brought into stadiums and sporting events is critical given the current terrorist threat.   Consider requesting student or other ID for persons entering sporting events.   
	Recommendations
	Steps
	Participants 
	Date Completed

	Control items brought into stadiums and sporting events. Sports events, whether held indoors or in open air stadiums, are  soft targets for terrorists.    


	· Restrict or inspect items such as coolers, backpacks, book bags at all entrances to stadiums and sports events.  


	· Event security

· Resource Officers or local police

· Volunteers 
	


A Note on Disaster Planning

Disaster planning differs from most other types of planning in that a significant part of the planning process must consider the utter chaos that frequently accompanies such situations.  Good plans are as much about how the plan will be carried out as they are about what steps need to be taken.  

Too often, plans reside solely in binders and on shelves, rather than fresh in the minds of those who are destined to react once a tragedy occurs.  Following are some brief recommendations from a veteran federal agent who was often one of the first on the scene of a disaster, and in a position to observe organized chaos at its worse: 

· Plans are life saving devices and should be treated as such.   Un-shelf them periodically, make sure they are in proper order, and that the intended users know how they work. 
· Have a well-defined chain of command.  Plans should specifically address who will take over if the first person in charge of each critical plan component is incapacitated during an attack.     
· Key individuals should know their specific roles.  Additionally, roles common to particular levels or types of employees (such as all classroom teachers) should be clearly defined and documented.
· Wallet cards or similar types of portable documentation have worked well in the past to assist people in executing their roles.
· Remember that when a disaster occurs, there may be any number of visitors present in your facility who are not aware of your plan.  Your plan should include a provision to assist these individuals as well. 
· Include volunteers and substitute teachers in your planning and training process. They may have to fulfill specific roles should an incident occur. 
· Devise a way to identify key employees to law enforcement and emergency responders at the scene.  Simple arm bands with various colors signifying different positions would be an effective way of accomplishing this.  The arm bands could be incorporated into the Campus and Classroom emergency kits. 
· Practice, practice, practice! 
Again, you can obtain a complete version of the original “Guide” by calling the Texas School Safety Center.  As I mentioned, it is also contained in the CD-Rom that the Safety Center provided to all school districts.   The complete “Guide” contains examples of biological, chemical, and explosive related crises plans as well as information regarding these types of potential attacks.    My intent here is to provide information to those school districts that may not have assessed the status of their district’s plans or that may wish to do so again.  
